CWCTEMbI BE3ONACHOCTH
SECURITY AND SAFETY

IDPEXTHBHOE KOMBIOHUTH NPOPECCHOHAN0EA

TemaTnyeckuin nnaH xypHana "Cucrembl 6e3onacHocT" Ne 5/2021

OtpacneBoW ¢hokyc Homepa: Linchposasi TpaHcopmaLms huHaHCoBOW chepbl. bromeTpuyeckuin akBanpuHr
Bbixogut 19 Hos6pst 2021 r. CMELPACTIPOCTPAHEHWE Ha chopyme All-over-IP

TemaTudeckuii pasaen [yonukaumum

Lindpposas TpaHchopmaums duHaHcoBol cchepbl. bromeTpruyecknin akBanpuHr

1. LincbpoBoit py6rb. Lindpposoii 6aHk. TokeHM3aLms akT1BOB.

2. Bnusanwe naHoemmum Ha poccuiickuin 6aHkoBekuin cektop. OnbIT pa3paboTku LMdpOoBbIX NPOLYKTOB
3. BuoMeTpUYECKIA IKBAPHHT: ONbIT BHEAPEHMS, NPobenbl NpaBoBOro NOMs, MUOTHbIE MPOEKTHI

4. MpnmeHeHne pesynbTaToB peanusauun 187-03 ans coBepLUeHCTBOBaHUS knbepbesonacHoCTH
OaHka kak cyobekta KUN

5. Lienesble LieHTpbl 06paboTkn gaHHbIx Ans I'pynnbl komnanuid baxka "®K OTkpbiTie”

6. MozepHuM3aLms cUCTEMbI KOHTPONS 1 ypaBneHus 4ocTynoM B TuHbkodd BaHke

7. MpakTuyeckuit keic ynpasnexus pacxogamu B UT AK bapc banka. Open Source

Security and IT
Management

00630p peLueHuin ans 6aHKOBCKOTO CekTopa 1 (iHAHCOBO Chepbl

LUncposas 1. KubepbesonacHocTb: kak 3aluuTuTb Npegnpustue B anoxy MHayctpum X.0
TpaHcopmaums: 2. Lncbposas TpaHcopmaumsl, 6e3onacHocTb 1 obnaka
Al, loT, ymHE1# ropoga 3. Llenesas opueHTaLms NpoLieccos LiMdpoBoit TpaHcdopmaLm

BesonacHbii yaaneHHbIi 4octyn. MpobnemHbie BONPOChI, yaaYHbIN OMbIT BHeAPEHWUs NpoekToB. O630p peLLeHmii, SKCnepTu3a.

BusHec, naeu u MHeHus 10 coBeTOB CneyyanmcTy no BuaeoHabMoAEHNI0 ANs KapbePHOTO pocTa

B LeHTpe BHUMaHuA TecTupoBaHue paGoTbl KaMep C MOTOPU3NPOBAHHBIM OGLEKTUBOM MpK MUHYCOBOI TeMnepaType

1. BupeougeHTudmkaLms: obecneveHue besonacHocTu. Kak caenatb yeneLHbIn npoekT
2. MNpeauKTBHas aHanuUTMka Ha OCHOBE MOBEAEHUYECKWX CTUNEN
BupeoHabniogexve u 3. Ctparterus o6beauHeHNs OTAeNbHbIX OXPaHHbIX CUCTEM B CETEBbIX (hunmanax ans
BuAeoaHanuTuka LIeHTpan130BaHHOro BMAEOMOHUTOPWHIA M YNPaBMEHNS U3 FOMOBHOTO odmca
4. 3opkue rnasa ans Al. BctpanBaeMble CUCTEMbI MALLMHHOMO 3PEHNST Kak 3KOHOMUYHAS Y
apdpekTBHaa nnatdopma Ans HepoceTen

1. BecnposogHble ucnonHuTenbsHble yeTporcta CKY[I n nx MecTo Ha pbiHke

2. Tepmorpacmst M Macku — HOBble TPEHAbI B CUCTEMAX KOHTPOMS W ypaBiieHns JOCTYNoM
CucTtemb! KOHTpONA U 3. Wuterpaums CKY[ ¢ cuctemamm aBTomaTnsamm
ynpaBneHns JoCcTynom 4. EgnHas bruomeTtpuyeckas cuctema: TpaHchopmaLys B HOBbIX YCMOBMSX

5. YnpaBneHue npuBUNermnpoBaHHbIMI y4ETHBIMM 3annUCAMU. TEXHONOTUN 1 PeLLEeHNs

6. Camble HagexHble 6penabl CKYL

Kontponnepb! CKY[] ans cuctem cpegHen v kpynHom emkocti. O63op pelueHuir. MHeHns akcnepToB

1. Kak onTManbHO MHTErpUpOBaThb CUCTEMY OXpaHbl NEPUMETPA B KOMMIEKCHYH CUCTEMY
BesonacHocTn obbekTa

2. Undbposas TpaHcdopmalins B chepe 06bEKTOBOM 6e30MacHOCTM KOMNaHUM

3. VIHTerpalins oxpaHHOM CUrHanM3aLum 1 aBTOMaTUKA: paclumpeHie (yHKLMoHana

1 ONTUMU3ALMS PACXOL0B

KomnnekcHas
6e3onacHoCTb

MHTerpupoBaHHble cuctembl besonacHocTn. OB3op. SKCnepTbl PEKOMEHAYHOT, MOMb30BaTENM BbibMpatoT

KongepreHums CEn ACY3  Liudbposas TpaHcdopmauys kak ApanBep aBToMaTi3aLmmn 3AaHnin: HeoOXOAUMOCTb, MyTH BHEAPEHUS!

1. MpakTtuka obecneyeHus noxapHoi 6eszonacHoCcTi Ha obbekTax baHka

2. YacTHo-rocynapcTBeHHOE NapTHEPCTBO B cpepe noxapHor be3onacHocTu

3. MpenoTBpaLLeHe BO3ropaH1iA B AMEKTPOYCTaHOBKaX: PEKOMEHAALN MO CHIKEHMIO pUCKa
BO3HWMKHOBEHWSI BO3rOpaHUI B KOMMEPYECKNX 30aHUsIX

OxpaHHas 1 noxapHas
curHanu3sauum. MoxapHas
Oe3onacHoCTb

OrHecronkui kabernb — 4To npeanaraet poiHOK? O630p NpoaykToB. Kputepum Boibopa, SKkCnepTHbIN aHanua

MO,EI,yI'IbeIe CUCTEMbI NOXaPOTYLUEHUA. O630p, 9KCNnepTn3a, COBETbI SKCNEPTOB

[ina pa3meLeHust peknambl obpallaittecs k Hatanbe Matnaxosoit: matlahova@groteck.ru
PekomeHpyiite aBTopoB 1 akcneptoB Mapure boiiko: boyko@groteck.ru
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